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Abstract
Context and relevance. In the era of digitalization, with its high risk of personal data breaches on the Internet, people are increasingly becoming victims of cyber fraud based on social engineering techniques. Understanding which individual-typological personality traits predispose individuals to vulnerability to fraudsters is crucial for developing more effective counter-fraud strategies and improving cybersecurity overall. Objective. To develop, describe, and conduct initial testing of an original methodology for diagnosing individual vulnerability to social engineering techniques, based on L.N. Sobchik's theory of leading personality tendencies. Hypothesis. There is a statistically significant relationship between an individual's profile of leading personality tendencies (according to L.N. Sobchik) and their level of vulnerability to social engineering techniques. Methods and materials. The study involved 185 respondents aged 18 to 30 (M = 21.5, SD = 2.8; 68% female). Individual-typological personality traits were assessed using the L.N. Sobchik methodology, while vulnerability to social engineering was diagnosed using the developed author's methodology "UkSI". Results. It was empirically confirmed that various configurations of personality tendencies lead to a specific vulnerability to certain manipulative techniques. Based on the research results, stable risk profiles were identified, confirming the construct validity and diagnostic value of the developed methodology for revealing "weak spots" in an individual's psychological defense. Conclusions. The developed methodology has demonstrated its diagnostic validity and opens up opportunities for transitioning to personalized information security awareness programs. The fundamental possibility and effectiveness of using L.N. Sobchik's individual-typological approach (theory of leading tendencies) for diagnosing vulnerability to social engineering has been confirmed: deep-seated personality characteristics are a significant predictor of behavior in situations of manipulative influence, which expands existing understanding of the nature of vulnerability in cybersecurity.
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Introduction
The growing complexity and sophistication of cyberattacks have logically shifted the focus of scientific research from purely technical vulnerabilities to the human factor, which remains the weakest link in the information security system. Social engineering methods, based on psychological manipulation mechanisms, allow attackers to effectively bypass the most advanced technical protection means. Data from leading cybersecurity companies, such as IBM Security, confirm that 70% to 90% of successful attacks are initiated using social engineering methods. Despite the awareness of the scale of this threat, the dominant current approaches to risk assessment and mitigation – such as one-time awareness trainings and situational phishing testing – are reactive and fragmented. They allow assessing knowledge of rules at a specific point in time but do not address the deep psychological mechanisms of vulnerability, making it impossible to proactively predict individual susceptibility to social engineering, which is based on the manipulation of individual consciousness. This situation indicates a significant gap related to the absence of valid tools in the diagnostic arsenal of modern psychology for the proactive assessment of personal determinants of vulnerability to social engineering techniques. Thus, there is a need to develop appropriate tools aimed not at assessing situational knowledge but at identifying deep psychological patterns that determine a person's stable vulnerability to manipulation. 
Analysis of previous research has revealed several key directions in studying the psychological determinants of vulnerability to social engineering. Some researchers rightly link susceptibility to manipulation with personality traits such as low conscientiousness and high neuroticism, for example, within the "Big Five" model (Sleep, Lynam, Miller, 2021), as well as with sensation seeking (Rozova, 2021). Other authors emphasize the role of cognitive factors: propensity to trust (Monakhova et al., 2024), reduced critical thinking, and cognitive biases, such as the influence of authority and deficit of rational analysis under stress or uncertainty (Ferreira, Lenzini, 2015), reduced self-control combined with increased emotional lability, low frustration tolerance, lack of self-confidence, adding also gullibility and naivety in communication, and lack of skills to build communication diplomatically (Vlasova N.V., Buslaeva E.L. 2022). Some researchers define insufficient digital literacy, alongside individual personality traits, as a factor contributing to cybercriminal behavior and the condition for becoming a victim of fraudsters (Voznesenskaya K.V. 2025). Thus, the assessment of psychological determinants of vulnerability is largely based on the analysis of isolated personality traits or cognitive biases. However, in our view, such a reductionist approach does not account for the integrity of the personality, where vulnerability to manipulation is a consequence of the complex interaction of stable individual-typological properties. 
As a methodological basis to overcome this gap, it is reasonable to use the person-centered approach within the scientific school of L.N. Sobchik. Unlike models describing "static" personality traits, the theory of leading tendencies developed by L.N. Sobchik considers personality as an integral system, where the individual style of perception, experience, and behavior is determined by basic innate properties of the nervous system, such as rigidity, lability, introversion, extraversion, spontaneity, sensitivity (Sobchik, 2022). And rigidity, from our point of view, as one of the leading personality tendencies, characterized by inertia of nervous processes, difficulty switching from one behavioral program to another, and adherence to stereotypes, represents a key system-forming factor of vulnerability to certain types of manipulative influence. 
In the context of analyzing social engineering techniques, the role of rigidity, in our opinion, is ambivalent. On the one hand, it can determine stable adherence to security rules, creating "immunity" to fraudster attacks calculated for spontaneity. On the other hand, in a situation of non-standard manipulative pressure requiring flexible deviation from the pattern, it is precisely the personality with pronounced rigidity that turns out to be the most vulnerable, demonstrating an inability to critically reassess the situation and step outside the scenario imposed by the attacker. This is consistent with data indicating that the universal scheme of manipulative influence is a complex impact that brings the victim into a state of confusion, helplessness, and a painful feeling of "loss of control," from which the person seeks a way out by accepting a quick decision offered by the manipulator themselves (Rosenova, Ognev, Likhacheva, 2025).
This study proposes to introduce and empirically test a model of psychographic risk profiles, where the central connecting construct is rigidity, and each type of vulnerability to social engineering techniques correlates with the leading tendencies identified by L.N. Sobchik. The concept of leading tendencies provides a unified explanatory mechanism: vulnerability is interpreted not as a random error but as a natural consequence of an individual's style of interaction with the world. For example, the tendency towards trustfulness (determined by sensitivity) or conformity (associated with introversion and anxiety) directly determines the targets for manipulation. This approach directly dictates the structure of the methodology, where each diagnosed vulnerability parameter has a clear theoretical justification, ensuring high construct validity of our proposed methodological tool.
Research Methodological Tools 
Study Participants
The study involved 159 respondents. The sample was formed by purposive sampling and consisted mainly of university students, which is a representative indicator for the initial testing of the author's methodology for diagnosing vulnerability to social engineering techniques (UkSI), as this social group actively uses digital services and regularly faces social engineering threats in the virtual environment. Socio-demographic characteristics of the sample are presented below in Table 1.
Table 1
Socio-Demographic Characteristics of the Sample (N = 159)
	Parameters
	Value

	1. Mean Age (M ± SD)
	21.5 ± 2.8

	2. Gender
	68% female, 32% male

	3. Primary Status
	students — 85%, 
employed — 15%


Research Methods
A small diagnostic complex was used to collect empirical data, including two methods. Namely, the author's methodology for diagnosing vulnerability to social engineering techniques (UkSI) for assessing the level of rigidity and individual susceptibility to the main spectrum of manipulative social engineering techniques. Also, the Individual-Typological Questionnaire (ITO) by L.N. Sobchik for diagnosing the structure of individual-typological personality properties within the theory of leading tendencies and coherence. 
The "ITO" methodology by L.N. Sobchik was chosen as corresponding to the methodological basis of the research, as it allows assessing a holistic personality profile and helps to analyze the convergent and discriminant validity of the proposed author's methodology "UkSI". Within this research, all basic scales of the "ITO" methodology were analyzed: rigidity, lability, extraversion, spontaneity, sensitivity, anxiety, introversion, aggressiveness. The profile of leading tendencies was built based on standard keys and procedures provided by the methodology. For further analysis, standard raw scores for each scale were used.
The author's methodology "UkSI" is a single questionnaire consisting of 80 statements. Of these, 64 statements are aimed at diagnosing vulnerabilities to 8 key social engineering techniques (8 statements per scale), and 16 statements are aimed at measuring inertia of nervous processes, difficulty switching from one activity to another, and adherence to stereotypes (the "Rigidity" scale).
Diagnosed scales (vulnerabilities to social engineering techniques):
Scale 1. Vulnerability to the "Imposture" technique. When fraudsters resort to the social engineering method, choosing the "Imposture" technique, they create an image of an authoritative and powerful figure, often impersonating police officers, special services, tax authorities, or large commercial enterprises. The simulation of a high-ranking role itself creates an impression of reliability and solidity, appealing to the internal desire of most people to recognize the superiority of strong and influential individuals. However, the key success factor becomes not only the positioning of strength but also the active impact on the victim's internal impulses, initiated by the tendency of aggressiveness. This essentially correlates with the leading personality tendency "Aggressiveness" identified by L.N. Sobchik. In our view, a person experiencing an internal impulse to prove their own significance, willpower, or submission to authority perceives pressure from a pseudo-authoritative subject as an invitation to demonstrate their own dignity and loyalty. This means that this form of social attack works perfectly by activating the subconscious desire to appear strong, worthy, and deserving of attention in the eyes of a significant authority. Considering that aggressiveness, according to L.N. Sobchik's theory, symbolizes the need for self-realization and perseverance in achieving goals, it is reasonable to say that people with such character traits have their own unwavering principles and interests that they actively promote. Questions in the methodology characterizing vulnerability to the "Imposture" technique: No. 1, No. 2, No. 7, No. 14, No. 50, No. 57, No. 60, No. 71.
Scale 2. Vulnerability to the "Offer" (Pretext) technique lies in playing on curiosity and greed. In this case, a fabricated scenario is created to manipulate the victim's emotions or curiosity; for example, offers of a large win, unexpected inheritance, or profitable deals can attract attention and make people disclose their personal information. From the perspective of L.N. Sobchik's theory, this vulnerability, in our opinion, correlates well with the leading tendency "Emotional Lability," as emotionally labile individuals are characterized by increased impressionability, impulsivity, and a tendency to easily succumb to momentary moods and temptations. Their unstable emotional background makes them particularly susceptible to enticing but fabricated offers that promise quick gain or vivid experiences, bypassing critical risk assessment. Questions in the methodology characterizing vulnerability to this technique: No. 15, No. 24, No. 28, No. 30, No. 31, No. 36, No. 45, No. 68. This block of questions aims to determine sensitivity to emotional factors and susceptibility to artificially created scenarios.
Scale 3. Vulnerability to the "Phishing" technique, which is based on mass mailing of messages (most often emails or SMS) disguised as official notifications from banks, delivery services, or government agencies, lies in a low degree of critical assessment of the situation. From a psychological perspective, the mechanism here is creating a sense of urgency – a message that immediate action must be taken "here and now." This approach forces people to act without sufficient thought. When using this technique, attackers most often appeal to authority (since phishing attacks often mimic official messages from well-known organizations to create an impression of legitimacy). However, alongside authority, fraudsters also resort to intimidation, creating a situation of fear and anxiety. Using the victim's fear, they force them to obey their will, for example, by threatening loss of access to an account or financial losses. The ultimate goal is to induce the victim to click on a fake link and enter their confidential data (logins, passwords, card details). Essentially, this vulnerability is associated with such leading tendencies as "Anxiety," "Extraversion," and "Sensitivity" in the context of L.N. Sobchik's theory. In our opinion, the key psychological mechanism of this vulnerability is not so much fear as increased responsiveness to external socio-communicative stimuli, characteristic of the extraverted and sensitive personality type. Easy distractibility, pronounced vulnerability and impressionability, a tendency to engage in interactive scenarios, and a habit of a wide but superficial circle of contacts make the individual more receptive to phishing attacks that mimic legitimate messages from their social environment. Questions in the methodology diagnosing vulnerability to this technique: No. 40, No. 43, No. 49, No. 54, No. 55, No. 56, No. 63, No. 70. 
Scale 4. Vulnerability to the "Scareware" (Intimidation) technique, whose architecture, like the "Phishing" technique, boils down to a tendency to play on fears and create anxiety in the individual, lies in the fact that the person acts instinctively, guided by their internal state rather than actual circumstances. The intimidation technique is based on frightening the victim with a non-existent threat (e.g., computer virus infection, bank account blocking, criminal case initiation). Fraudsters create a threat situation, talking, for example, about a virus, account hacking, or loss of money, to elicit a quick response and force the victim to act immediately. According to our calculations, people with pronounced anxiety are in a constant state of readiness to respond to imaginary threats, without attempting to deeply analyze the situation. Accordingly, this vulnerability should be directly related to the leading tendency "Anxiety" (according to L.N. Sobchik), as well as with some psychasthenic personality traits. We believe that people with high levels of anxiety and suspiciousness are most prone to panic and ready to do anything to immediately eliminate an imaginary threat. This is what makes them vulnerable to this social engineering technique. Questions in the methodology diagnosing vulnerability to this technique: No. 5, No. 6, No. 18, No. 21, No. 23, No. 51, No. 66, No. 76.
Scale 5. Vulnerability to the "Vishing" technique, somewhat similar in nature to the "Scareware" technique, lies in the fact that here, as in the previous case, there is also playing on anxiety and a low level of communication skills of the individual. For example, using a persuasive voice and clear arguments, fraudsters can make the victim feel pressure, persuading them to immediately make a decision or provide confidential information. A person with an introverted character, from our point of view, is less prepared to resist such manipulations, as their habits and limitations make them less resistant to external influence (the leading personality tendency according to L.N. Sobchik is "Introversion"). People with a predominance of introversion are typically characterized by low sociability, reservedness, caution in decision-making, and difficulty establishing contacts. Introversion, so to speak, "limits" the circle of acquaintances and personal communication experience, reducing social adaptability and increasing the chance of falling for fraudsters' tricks, especially in new situations. If an introvert receives a call from a fake bank representative, for example, asking to dictate card details, they may perceive such a request literally and agree because they naturally try to avoid conflict situations, communicating rather formally, not wanting to delve into nuances. An introverted person, in our opinion, doubts less the correctness of their actions, which simplifies the task for fraudsters. Questions in the methodology diagnosing vulnerability to this technique: No. 8, No. 17, No. 32, No. 41, No. 47, No. 72, No. 75, No. 80.
Scale 6. Vulnerability to the "Bait" technique. When social engineering aims to focus a person's attention on external objects, the so-called bait technique is chosen. Fraudsters leave infected information carriers (e.g., flash cards) in public access or create fake Wi-Fi access points with attractive names ("Free_Wi-Fi"). The calculation is based on the victim's curiosity and carelessness. From our point of view, considering L.N. Sobchik's approach, this vulnerability correlates well with both extraversion and introversion combined with impressionability. Questions in the methodology diagnosing vulnerability to this technique: No. 4, No. 20, No. 25, No. 26, No. 37, No. 48, No. 69, No. 78. This block of questions focuses on assessing the individual's attitude towards benefits and stimuli associated with free services and gifts. The questions are built around external impressions, the desire for new opportunities, and positive emotions from outside.
Scale 7. Vulnerability to the "Quid Pro Quo" (Favor for a Favor) technique. In this case, there is playing on feelings of politeness, duty, and the social norm of reciprocity. Often, resorting to social engineering, fraudsters play on the human tendency to exchange benefits and the feeling of gratitude for provided assistance. The fraudster offers the victim some service or help (e.g., technical support, assistance with document processing) in exchange for confidential data or system access. The most at risk are impressionable people, in our opinion, as according to L.N. Sobchik's theory, people with such personality traits essentially feel more comfortable under the cover of a stronger personality, often like to help others and enjoy interaction, are responsible and dutiful, react overly anxiously to stress situations, and are overly sensitive to low evaluations of themselves. Questions in the methodology diagnosing vulnerability to this technique: No. 3, No. 16, No. 34, No. 42, No. 58, No. 61, No. 62, No. 67.
Scale 8. Vulnerability to the "The Apple of the Road" technique. The name of this technique comes from a historical tactic of scattering sharp spikes on the path of enemy cavalry. In a modern context, it is placing infected information carriers in publicly accessible places, as with the "Bait" technique, but targeting a specific, targeted victim. Vulnerability here is related, in our opinion, not only to curiosity but also to professional deformation and a hypertrophied tendency of "Aggressiveness" in the form of super-persistence and determination, as well as a desire for independence and self-affirmation, expressed in committing impulsive and thoughtless acts (the "Spontaneity" tendency). An employee overly passionate about their work and striving to achieve results at any cost may pick up and use such "bait," ignoring safety rules. Questions in the methodology diagnosing vulnerability to this technique: No. 9, No. 27, No. 44, No. 53, No. 59, No. 65, No. 73, No. 77.
The "Rigidity" scale is an integrative indicator measuring the inertia of nervous processes, difficulty switching from one activity to another, and adherence to stereotypes. High scores on this scale indicate that a person has difficulty adapting to new situations, tends to act according to a pattern, and may be vulnerable to social engineering techniques that exploit their unpreparedness for non-standard situations and critical reassessment of events. Low scores, conversely, indicate high mental mobility, fast switching, and behavioral flexibility. Such a person easily adapts to changes, but in extreme manifestations, this can lead to excessive impulsivity, inconsistency, and insufficient critical assessment of the situation under time pressure, when a quick decision replaces the correct one. The optimal variant is an average score on this variable: moderate stability of views and behavior, manifested in the ability to change position given sufficiently substantial grounds, while simultaneously maintaining a certain degree of conservatism and stability in actions. A person with an average level of rigidity possesses a balance between flexibility and stability. This scale is a characteristic "litmus test" for all other scales, as rigidity enhances the manifestation of any of the vulnerabilities, preventing a flexible response to manipulation. Questions in the methodology diagnosing vulnerability to this technique: No. 10, No. 11, No. 12, No. 13, No. 19, No. 22, No. 29, No. 33, No. 35, No. 38, No. 39, No. 46, No. 52, No. 64, No. 74, No. 79.
Further, based on empirical data on vulnerabilities to social engineering techniques, risk profiles are built. A risk profile is not just a high score on one scale but a unique combination that represents the so-called "Achilles' heel" in the perception and analysis of information.
We identified 5 risk profiles considering the level of rigidity:
1.	Rigid-Impulsive (when stress "turns off" the mind). 
Key vulnerability: tendency to shed cognitive load under pressure; the brain under stress turns off critical thinking and switches to automatic, patterned reactions. 
Manifestation: sudden, thoughtless actions under time pressure or crisis; outbursts of irritation, hasty clicking of "send" or "confirm" buttons. The attack scenario is built on creating an artificial, high-intensity crisis that forces the victim to act immediately to avoid negative consequences (loss, failure, missed deadlines), thereby suppressing the possibility of critical situation assessment.
2.	Rigid-Responsive profile (conflict between duty and safety). 
Key vulnerability: hypertrophied need for social approval and emotional contact; "rigid" beliefs about duty, politeness, and mutual assistance. 
Manifestation: inability to refuse an authoritative figure or a likable colleague; willingness to break rules to "help" or "not offend." The attack scenario is based on social engineering techniques built on trust (impersonating a boss, colleague from another department) or creating a sense of guilt/obligation.
3.	Rigid-Cautious profile (illusion of control over the situation). 
Key vulnerability: Selective vigilance and "cognitive blindness" (inability to notice something due to concentration on another task), generated by the very structure of defensive behavior. The person often overestimates their security due to successful resistance to specific types of attacks. 
Manifestation: Confidence in one's invulnerability after successfully repelling simple attacks. The subject misses complex, multi-step attacks because they expect obvious signs of deception (typos, crude forgeries). The attack scenario is based on high-quality phishing with impeccable spelling and personal data collected from open sources (targeted phishing). The attack most often occurs through a trusted but compromised communication channel.
4.	Adaptively-Resilient profile (flexible thinking as the main defense).
Key characteristic: Cognitive flexibility and developed meta-thinking (understanding the features of one's own thinking, effective distribution of cognitive resources, developed "sense of error"), emotional stability. Ability to quickly adapt to new threats and effectively resist manipulations. Cognitive flexibility works against the victim. Their brain is busy solving a work puzzle, not searching for threats. The threat is disguised as a routine obstacle. The attack scenario is based on the victim acting within a standard work procedure: received a task from management -> encountered a problem -> called tech support -> follows instructions to solve the problem. Their conscientiousness and result-orientation force them to go through this path to the end. In other words, it is a subtle, multi-level staging of a work situation where the victim, using all their strengths, independently arrives at the action needed by the attacker, being confident that they are simply doing their job.
5.	Mixed profile (a combination of vulnerabilities that does not fit into pure types). Can have any level of rigidity with a unique set of sensitive points. Requires individual analysis of vulnerability patterns. Combination options can be as follows, for example, SPB - vulnerability to intimidation, phishing, and bait; IOV - sensitivity to imposture tactics, various "tempting" offers, and vishing; QA - risk when providing mutual assistance and road apples. Any other combinations.
Research Procedure and Data Processing for the "UkSI" Methodology
Data collection was carried out remotely using the following online platforms: "Onlinetestpad" and "Psytests". The procedure for studying vulnerability to social engineering techniques was carried out in stages. Participants were sent links to questionnaires with detailed instructions explaining the research goals, guaranteeing anonymity and confidentiality of data. The complex of methods was presented in a fixed sequence: first the author's methodology "UkSI", then the "ITO" questionnaire. The average duration of completing the general survey using the two methods is 30-35 minutes.
When completing the author's methodology "UkSI", the respondent is asked to evaluate statements about themselves on a 5-point Likert scale (where 1 is "completely disagree", and 5 is "completely agree"), i.e., to what extent these statements correspond to their personal characteristics and probable reaction to something. The degree of expression of each vulnerability was determined by summing the points scored during the survey; the higher the score, the more pronounced the vulnerability to a particular social engineering technique.
Based on the indicators of vulnerabilities to social engineering techniques, the risk profile can be calculated (an integral indicator that links a specific configuration of leading tendencies with an increased probability of succumbing to certain social engineering techniques). Essentially, this is the answer to the question: "What is the psychological portrait of a person who is most likely to become a victim of a fraudster using, for example, the 'Imposture' or 'Phishing' technique?" Processing of empirical data was carried out using the software package Statistica v.12.0. The following methods of statistical data analysis were applied:
1. To check the internal consistency of the author's methodology "UkSI", calculation using Cronbach's α coefficient and adjusted correlation analysis was used: the correlation between the score for a question and the sum of all scores excluding that question was assessed.
2. To describe the sample, descriptive statistics were used: calculation of mean values (M) and standard deviations (SD) for all scales of the methods.
3. To identify stable risk profiles ("targets for manipulation"), cluster analysis was used.
4. To verify the statistical significance of differences between the identified clusters, multivariate analysis of variance (MANOVA) was used. 
5. For post-hoc comparison, the Tukey HSD test for multiple comparisons was applied.
Results
Reliability and internal consistency of the "UkSI" methodology. The value of Cronbach's α for the entire methodology was 0.902, and the standardized α indicator was 0.899, which indicates not only high internal consistency of the questionnaire but also that the high consistency is not an artifact of different scales or variance of individual items. At the same time, the value of the Average Inter-Item Correlation is at the lower limit of the acceptable range (0.103). This picture is typical and expected for multidimensional questionnaires measuring complex constructs. Meanwhile, the mean score (Mean) for the methodology was 226.74. The standard deviation indicates a moderate spread of results around the mean value (Std. Deviation: 28.20), which indicates that respondents demonstrate diversity in answers, and this is a good sign for a methodology. Also, it can be stated that the methodology covers a wide range of manifestations of the measured property (Minimum - Maximum: from 147 to 332). The distribution of indicators is positively skewed, which means a slight shift towards lower scores (skewness: +0.50). However, this value is within the normal range, indicating the absence of serious violations of the normality of the distribution. The distribution is leptokurtic (kurtosis: +1.09), i.e., the data are somewhat more concentrated around the mean and have heavier "tails" compared to the normal distribution. Like skewness, this value is acceptable. Consequently, the distribution of the total score on the methodology is close to normal without critical violations, allowing the use of parametric statistical methods for further analysis. The methodology successfully differentiates respondents with different levels of severity of the measured property. The obtained data are presented below in tabular form for convenience (Table 2).
Table 2
Reliability and internal consistency information for the «UkSI» method (N = 185)
	Number of items in scale
	80

	Number of valid cases
	185

	Number of cases with missing data
	2

	Missing data were deleted
	casewise

	SUMMARY STATISTICS FOR SCALE

	Mean: 26,74054054  
	Sum: 41947,000000

	Standard Deviation: 28,195700600
	Variance: 794,99753231

	Skewness:   0,495552126
	Kurtosis:  1,088903286

	Minimum: 147,00000000
	Maximum: 332,00000000

	Cronbach's alpha:  0,902045092
	Standardized alpha: 0,899629691

	
	Average Inter-Item Correlation: 0,10345644



To confirm the expediency of retaining all questions of the "UkSI" methodology, an assessment of internal consistency was conducted by excluding each of the questions one by one. It was found that removing some of the questions of the "UkSI" methodology individually (No. 1, 28, 39, 64) slightly increases the already high value of Cronbach's alpha (from .902 to .904). Consequently, none of the methodology questions significantly worsens the overall internal consistency.
To check convergent and discriminant validity, correlations between the scales of the proposed "UkSI" methodology and the L.N. Sobchik "ITO" methodology were analyzed. As assumed, statistically significant positive relationships were found between the following scales: "Vulnerability to the 'Imposture' technique" and "Aggressiveness" (0.92), "Vulnerability to the 'Scareware' technique" and "Anxiety" (0.76), "Vulnerability to the 'Vishing' technique" and "Introversion" (0.84), "Vulnerability to the 'Phishing' technique" and "Extraversion" (0.81), rigidity scales (0.91), "Vulnerability to the 'Bait' technique" and "Extraversion" (0.74), "Introversion" (-0.71), "Vulnerability to the 'Offer' technique" and "Lability" (0.63), "Vulnerability to the 'Quid Pro Quo' technique" and "Sensitivity" (0.62), "Vulnerability to the 'Apple of the Road' technique" and "Spontaneity" (0.52). Meanwhile, the analysis of the discriminant validity of the "UkSI" methodology showed that, for example, the "Vulnerability to the 'Imposture' technique" scale has a weak connection with almost all scales of the "ITO" methodology except for the "Aggressiveness" scale; the "Vulnerability to the 'Scareware' technique" scale, while having a strong connection with anxiety (0.76), has low correlations with the "Spontaneity" scale (0.34), "Extraversion" (0.57); the "Vulnerability to the 'Phishing' technique" scale is also strongly connected with extraversion, while it has insignificant connections with the remaining scales of the "ITO" methodology, including anxiety (0.582). The rigidity scale of the "UkSI" methodology demonstrates unique discriminant validity, correlating only with the rigidity and lability scales of the "ITO" methodology, and has no significant connections with other indicators of this questionnaire. The correlation profiles of the "Vulnerability to the 'Quid Pro Quo' technique" and "Vulnerability to the 'Apple of the Road' technique" scales are more diffuse: the first scale is connected with both sensitivity and extraversion, the second scale with spontaneity, but also with extraversion and introversion (negatively). This indicates that these techniques may appeal to more general models of social behavior, suggesting that the "UkSI" methodology measures specific vulnerabilities, not general personality traits.
Thus, the vast majority of scales of the "UkSI" methodology demonstrate strong and statistically significant connections with conceptually close scales of the L.N. Sobchik "ITO" questionnaire. The obtained results empirically substantiate the proposed refined theoretical model of vulnerabilities. Meanwhile, the analysis of the intercorrelation matrix showed that the scales of the "UkSI" methodology have good selectivity. The greatest specificity is observed in scales measuring vulnerabilities to techniques of direct pressure ("Imposture", "Scareware") and communicative influence ("Vishing", "Phishing"). This indicates that these scales measure specific constructs, not general personality anxiety or sociality. Also, some scales of the "UkSI" methodology, for example, the "Vulnerability to the 'Bait' technique" scale, showed stable connections with several basic tendencies simultaneously (extraversion, introversion, sensitivity), reflecting the complex, multidimensional nature of these vulnerabilities, when the same social engineering technique can exploit different psychological mechanisms.
Table 3
  Results of Pearson correlation analysis for assessing the convergent and discriminant validity of the «UkSI» methodology (N = 185)
	
	Correlations (Spreadsheet1)
Marked correlations are significant at p < ,00100
N=185 (Casewise deletion of missing data)

	
	Scareware
	Imposture
	Offer
	Phishing
	Bait
	Vishing
	QuidProQuo
	AppleOfRoad
	Rigidity

	Anxiety Scale
	0,76
	0,20
	0,07
	0,58
	0,43
	-0,52
	0,37
	0,16
	0,05

	Sthenicity (Aggressiveness) Scale
	0,22
	0,92
	0,32
	0,23
	0,31
	-0,32
	0,23
	0,03
	0,24

	Introversion Scale
	-0,66
	-0,28
	0,22
	-0,66
	-0,71
	0,84
	-0,58
	-0,44
	0,21

	Extraversion Scale
	0,57
	0,27
	-0,12
	0,81
	0,74
	-0,82
	0,54
	0,44
	0,01

	Sensitivity Scale
	0,74
	0,56
	0,16
	0,68
	0,71
	-0,77
	0,62
	0,37
	0,18

	Spontaneity Scale
	0,38
	0,33
	-0,15
	0,46
	0,54
	-0,64
	0,48
	0,52
	-0,03

	Rigidity Scale
	-0,07
	0,13
	0,32
	-0,04
	-0,12
	0,11
	-0,02
	0,03
	0,91

	Lability Scale
	-0,05
	0,09
	0,63
	0,00
	-0,06
	0,11
	0,09
	-0,20
	0,44



Stable risk profiles. Multivariate analysis of variance (MANOVA) showed the presence of statistically significant differences between clusters for all studied parameters (p < 0.001). The greatest differences between groups were found for vulnerability to techniques such as "Scareware" (F = 60.93, p < 0.001) and "Vishing" (F = 54.61, p < 0.001). Significant differences were also found in the level of rigidity (F = 42.84, p < 0.001). More detailed information is provided in Table 4.
Table 4
Results of the Analysis of Variance (MANOVA) based on the survey data obtained using the «UkSI» method
	Concerning vulnerability to the Imposture technique

	Effect
	Degr. of Freedom / Степени свободы
	Sum of Squares / Сумма квадратов

	Mean Squares / Дисперсия
	F
	p-value

	Intercept
	1
	88254,56
	88254,56
	4948,7
	0,00

	Cluster
	4
	2383,29
	595,82
	33,4
	0,00

	Error
	180
	3210,10
	17,83
	
	

	Total
	184
	5593,38
	
	
	

	Concerning vulnerability to the Offer technique

	Intercept
	1
	100616,2
	100616,2
	5938,9
	0,0000

	Cluster
	4
	1645,0
	411,2
	24,2
	0,0000

	Error
	180
	3049,5
	16,9
	
	

	Total
	184
	
	
	
	

	Concerning vulnerability to the Phishing technique

	Intercept
	1
	137692,4
	137692,4
	8753,9
	0,0000

	Cluster
	4
	1141,6
	285,4
	18,145
	0,0000

	Error
	180
	2831,3
	15,7
	
	

	Total
	184
	3972,9
	
	
	

	Concerning vulnerability to the Bait technique

	Intercept
	1
	65888,29
	65888,29
	3963,0
	0,00

	Cluster
	4
	2447,13
	611,78
	36,797
	0,00

	Error
	180
	2992,62
	16,63
	
	

	Total
	184
	5439,75
	
	
	

	Concerning vulnerability to the Vishing technique

	Intercept
	1
	68727,34
	68727,34
	6102,0
	0,00

	Cluster
	4
	2460,10
	615,02
	54,606
	0,00

	Error
	180
	2027,34
	11,26
	
	

	Total
	184
	4487,44
	
	
	

	Concerning vulnerability to the Scareware technique

	Intercept
	1
	60777,56
	60777,56
	3796,5
	0,00

	Cluster
	4
	3901,47
	975,37
	60,927
	0,00

	Error
	180
	2881,59
	16,01
	
	

	Total
	184
	6783,06
	
	
	

	Concerning vulnerability to the Quid Pro Quo technique

	Intercept
	1
	83603,35
	83603,35
	4909,4
	0,00

	Cluster
	4
	2369,73
	592,43
	34,790
	0,00

	Error
	180
	3065,22
	17,03
	
	

	Total
	184
	5434,95
	
	
	

	Concerning vulnerability to the The Apple of the Road technique

	Intercept
	1
	59973,01
	59973,01
	3439,2
	0,0000

	Cluster
	4
	1429,13
	357,28
	20,489
	0,0000

	Error
	180
	3138,85
	17,44
	
	

	Total
	184
	4567,98
	
	
	

	For rigidity

	Intercept
	1
	467743,5
	467743,5
	23428
	0,00

	Cluster
	4
	3421,0
	855,2
	42,84
	0,00

	Error
	180
	3593,6
	20,0
	
	

	Total
	184
	7014,6
	
	
	



To specify the risk profiles ("targets for manipulation"), cluster analysis was applied in two stages: at the first stage, hierarchical cluster analysis (Ward's method) was used to determine the optimal number of clusters; at the second stage, the k-means method was used for accurate distribution of respondents into clusters. Indicators of vulnerability to 8 social engineering techniques and the rigidity scale were used as variables for clustering. Based on the cluster analysis, 5 risk profiles were identified (Table 5).
Table 5
Findings from cluster analysis of «UkSI» questionnaire data
	Кластер
	n
	%
	Профиль риска

	1
	48
	30,2 %
	Rigid-Responsive

	2
	29
	18,2 %
	Rigid-Impulsive

	3
	37
	23,3 %
	Rigid-Cautious

	4
	57
	35.8 %
	Adaptively-Resilient

	5
	31
	19,5 %
	Mixed Profile


For further interpretation and description of the results, the obtained profiles were conditionally assigned the following numbers: profile 1 – rigid-responsive, profile 2 – rigid-impulsive, profile 3 – adaptively-resilient, profile 4 – mixed, profile 5 – rigid-cautious.
To identify statistically significant pairwise differences between the identified risk profiles, a posteriori Tukey HSD analysis was applied, which revealed the following reliable statistically significant differences (Table 6).
Table 6
Post hoc Tukey HSD analysis of the «UkSI» survey data
	 Cell No.
	Tukey HSD test; variable Concerning vulnerability to the Bait technique (Spreadsheet1) Approximate Probabilities for Post Hoc Tests Error: Between MS = 16,626, df = 180,00

	
	Cluster
	{1}
20,958
	{2}
26,355
	{3}
17,167
	{4}
18,327
	{5}
14,556

	1
	1
	
	0,000017
	0,000628
	0,012888
	0,000017

	2
	2
	0,000017
	
	0,000017
	0,000017
	0,000017

	3
	3
	0,000628
	0,000017
	
	0,735575
	0,111498

	4
	4
	0,012888
	0,000017
	0,735575
	
	0,001088

	5
	5
	0,000017
	0,000017
	0,111498
	0,001088
	

	Cell No.
	Tukey HSD test; variable Concerning vulnerability to the Vishing technique (Spreadsheet1) Approximate Probabilities for Post Hoc Tests Error: Between MS = 11,263, df = 180,00

	
	Cluster
	{1}
23,021
	{2}
25,387
	{3}
16,333
	{4}
19,918
	{5}
14,778

	1
	1
	
	0,018819
	0,000017
	0,000067
	0,000017

	2
	2
	0,018819
	
	0,000017
	0,000017
	0,000017

	3
	3
	0,000017
	0,000017
	
	0,000055
	0,404873

	4
	4
	0,000067
	0,000017
	0,000055
	
	0,000017

	5
	5
	0,000017
	0,000017
	0,404873
	0,000017
	

	Cell No.
	Tukey HSD test; variable Concerning vulnerability to the Scareware technique (Spreadsheet1) Approximate Probabilities for Post Hoc Tests Error: Between MS = 16,009, df = 180,00

	
	Cluster
	{1}
23,646
	{2}
24,871
	{3}
13,867
	{4}
18,163
	{5}
12,963

	1
	1
	
	0,673135
	0,000017
	0,000017
	0,000017

	2
	2
	0,673135
	
	0,000017
	0,000017
	0,000017

	3
	3
	0,000017
	0,000017
	
	0,000051
	0,914345

	4
	4
	0,000017
	0,000017
	0,000051
	
	0,000018

	5
	5
	0,000017
	0,000017
	0,914345
	0,000018
	

	Cell No.
	Tukey HSD test; variable Concerning vulnerability to the Quid Pro Quo technique (Spreadsheet1) Approximate Probabilities for Post Hoc Tests Error: Between MS = 17,029, df = 180,00

	
	Cluster
	{1}
22,833
	{2}
28,968
	{3}
20,200
	{4}
20,449
	{5}
17,222

	1
	1
	
	0,000017
	0,048108
	0,035939
	0,000017

	2
	2
	0,000017
	
	0,000017
	0,000017
	0,000017

	3
	3
	0,048108
	0,000017
	
	0,998993
	0,051058

	4
	4
	0,035939
	0,000017
	0,998993
	
	0,009753

	5
	5
	0,000017
	0,000017
	0,051058
	0,009753
	

	Cell No.
	Tukey HSD test; variable Concerning vulnerability to the The Apple of the Road technique (Spreadsheet1) Approximate Probabilities for Post Hoc Tests Error: Between MS = 17,438, df = 180,00

	
	Cluster
	{1}
21,375
	{2}
21,935
	{3}
16,333
	{4}
19,245
	{5}
14,000

	1
	1
	
	0,977694
	0,000019
	0,087977
	0,000017

	2
	2
	0,977694
	
	0,000019
	0,040020
	0,000017

	3
	3
	0,000019
	0,000019
	
	0,022143
	0,217223

	4
	4
	0,087977
	0,040020
	0,022143
	
	0,000019

	5
	5
	0,000017
	0,000017
	0,217223
	0,000019
	

	Cell No.
	Tukey HSD test; variable Concerning vulnerability to the Imposture technique (Spreadsheet1) Approximate Probabilities for Post Hoc Tests Error: Between MS = 17,834, df = 180,00

	
	Cluster
	{1}
23,646
	{2}
29,258
	{3}
20,700
	{4}
22,041
	{5}
17,037

	1
	1
	
	0,000017
	0,022860
	0,332794
	0,000017

	2
	2
	0,000017
	
	0,000017
	0,000017
	0,000017

	3
	3
	0,022860
	0,000017
	
	0,647249
	0,009517

	4
	4
	0,332794
	0,000017
	0,647249
	
	0,000024

	5
	5
	0,000017
	0,000017
	0,009517
	0,000024
	

	Cell No.
	Tukey HSD test; variable Concerning vulnerability to the Offer technique (Spreadsheet1) Approximate Probabilities for Post Hoc Tests Error: Between MS = 16,942, df = 180,00

	
	Cluster
	{1}
23,396
	{2}
28,323
	{3}
18,667
	{4}
26,041
	{5}
23,889

	1
	1
	
	0,000019
	0,000024
	0,013490
	0,987581

	2
	2
	0,000019
	
	0,000017
	0,111081
	0,000423

	3
	3
	0,000024
	0,000017
	
	0,000017
	0,000033

	4
	4
	0,013490
	0,111081
	0,000017
	
	0,186713

	5
	5
	0,987581
	0,000423
	0,000033
	0,186713
	

	Cell No.
	Tukey HSD test; variable Concerning vulnerability to the Phishing technique (Spreadsheet1) Approximate Probabilities for Post Hoc Tests Error: Between MS = 15,729, df = 180,00

	
	Cluster
	{1}
24,333
	{2}
29,935
	{3}
26,333
	{4}
29,367
	{5}
30,778

	1
	1
	
	0,000017
	0,192398
	0,000017
	0,000017

	2
	2
	0,000017
	
	0,003604
	0,971250
	0,928645

	3
	3
	0,192398
	0,003604
	
	0,008592
	0,000245

	4
	4
	0,000017
	0,971250
	0,008592
	
	0,573070

	5
	5
	0,000017
	0,928645
	0,000245
	0,573070
	

	Cell No.
	[bookmark: _GoBack]Tukey HSD test; variable Rigidity (Spreadsheet1) Approximate Probabilities for Post Hoc Tests Error: Between MS = 19,964, df = 180,00

	
	Cluster
	{1}
46,188
	{2}
55,129
	{3}
47,800
	{4}
56,184
	{5}
54,111

	1
	1
	
	0,000017
	0,529383
	0,000017
	0,000017

	2
	2
	0,000017
	
	0,000017
	0,842264
	0,909537

	3
	3
	0,529383
	0,000017
	
	0,000017
	0,000018

	4
	4
	0,000017
	0,842264
	0,000017
	
	0,298515

	5
	5
	0,000017
	0,909537
	0,000018
	0,298515
	



As can be seen from the summary Table 5, Profile 2 demonstrated the highest vulnerability to the "Bait" technique, significantly differing from all other profiles (p < 0.001). Profile 1 also showed high vulnerability, significantly exceeding Profiles 3, 4, and 5. Profiles 3 and 4 showed no differences between themselves (p = 0.736), but both were significantly less vulnerable than Profiles 1 and 2. Profile 5 showed the least vulnerability to the "Bait" technique, significantly differing from Profiles 1, 2, and 4.
Regarding vulnerability to the "Vishing" technique, the highest vulnerability was again shown by Profiles 2 and 1. Profiles 3 and 5 showed the least vulnerability, while not differing from each other (p = 0.405). This is a key result, uniting adaptive and rigid-cautious respondents in their resilience to telephone manipulations. Profile 4 occupied a middle position, yielding to Profiles 1 and 2 but surpassing Profiles 3 and 5.
Regarding vulnerability to the "Scareware" technique, the picture is similar to the previous one: Profiles 1 and 2 are the most vulnerable (without differences between themselves, p = 0.673). Profiles 3 and 5 are the least vulnerable (without differences between themselves, p = 0.914). This confirms the idea that both cognitive flexibility (Profile 3) and selective rigid vigilance (Profile 5) are protections against intimidation tactics. Profile 4 again occupies an intermediate position.
Regarding vulnerability to the "Quid Pro Quo" technique, Profile 2 has a pronounced, highest vulnerability. Profiles 3 and 4 demonstrate a medium and identical level of vulnerability (p = 0.999), which is their distinctive feature. Profiles 1 and 5 showed the least vulnerability, with Profile 1 significantly differing from Profile 2, and Profile 5 from Profiles 2 and 4.
Vulnerability to the "The Apple of the Road" technique. In this case, Profiles 1 and 2 have a similar, high level of vulnerability (p = 0.978). Profile 3 showed significantly lower vulnerability compared to Profiles 1, 2, and 4. Profile 5 has the least vulnerability, significantly differing from all except Profile 3 (p = 0.217).
Vulnerability to the "Imposture" technique: Profile 2 – highest vulnerability. Profiles 1, 3, and 4 form a group with a medium level of vulnerability, within which there are no significant differences (p > 0.05 for pairs 1-4, 3-4, 1-3). Profile 5 – least vulnerability.
Vulnerability to the "Offer" technique. This technique reveals a unique structure of differences. Profiles 1 and 5 demonstrate similar, high vulnerability (p = 0.988). This is an important discovery, uniting rigid-responsive and rigid-cautious respondents in their susceptibility to tempting offers. Profiles 2 and 4 also do not differ in their high level of vulnerability (p = 0.111). Profile 3 showed the least vulnerability, significantly differing from all other profiles.
When considering the results of vulnerability to the "Phishing" technique, the highest vulnerability is shown by Profiles 2, 4, and 5, not differing between themselves (p > 0.05). Profile 1 has medium vulnerability. Profile 3 again demonstrates the least vulnerability, significantly differing from Profiles 2, 4, and 5.
Note that Profiles 2, 4, and 5 have statistically similar, high levels of rigidity (p > 0.05 for pairwise comparisons). This confirms their belonging to the "rigid" profiles, despite the difference in vulnerability manifestations. Profiles 1 and 3 demonstrate statistically similar, low levels of rigidity (p = 0.529). This is a key result, indicating that low rigidity can be associated with both adaptive resilience (Profile 3) and a rigid-responsive pattern (Profile 1), where other mechanisms (e.g., need for approval) determine vulnerability.
Thus, using cluster analysis and multivariate analysis of variance (MANOVA) with Tukey post-hoc comparisons, it has been shown that vulnerability to various social engineering techniques has a multidimensional structure and is associated with different psychological mechanisms. A non-linear relationship between rigidity and vulnerabilities to social engineering techniques has been discovered.
Discussion of Results
This study aimed to develop and conduct initial testing of the author's methodology for diagnosing vulnerability to social engineering techniques (UkSI), based on L.N. Sobchik's individual-typological approach. The obtained results allow us to state that the set tasks have been solved, and the research hypothesis has found empirical confirmation.
First of all, the analysis of the psychometric properties of the "UkSI" methodology indicates its high reliability and validity. The value of Cronbach's α coefficient (0.902) indicates excellent internal consistency of the questionnaire items, which is a necessary condition for its use in research and diagnostic purposes. The most important result is the confirmation of convergent and discriminant validity. The discovered strong and statistically significant correlations between the "UkSI" scales and conceptually close scales of the "ITO" questionnaire (e.g., "Vulnerability to the 'Imposture' technique" and "Aggressiveness" (r=0.92); "Vulnerability to the 'Vishing' technique" and "Introversion" (r=0.84)) empirically substantiate the proposed theoretical model. This means that the methodology indeed measures the target constructs – specific vulnerabilities determined by deep-seated personality tendencies, and not simply records general anxiety or sociality.
A key result of the work was the identification of five stable risk profiles, which confirms the main hypothesis about the existence of a statistically significant relationship between the profile of leading personality tendencies and vulnerability to social engineering. The results of cluster and variance analysis (MANOVA) demonstrate that vulnerability is not random but systemic and multidimensional. The identified profiles – "Rigid-Impulsive", "Rigid-Responsive", "Rigid-Cautious", "Adaptively-Resilient", and "Mixed" – possess unique configurations of "weak spots".
The non-linear role of rigidity in the structure of vulnerability is of particular interest. As assumed, a high level of rigidity is a system-forming factor for several risk profiles ("Rigid-Impulsive", "Rigid-Responsive", "Rigid-Cautious"), however, its influence is mediated by other personality tendencies. For example, in the "Rigid-Impulsive" profile, rigidity under stress leads to shedding of cognitive load and thoughtless actions, while in the "Rigid-Cautious" profile, it creates an illusion of control and "cognitive blindness" to complex, multi-step attacks. At the same time, a low level of rigidity itself is not a guarantee of resilience, as demonstrated by the "Rigid-Responsive" profile, where vulnerability is determined by a hypertrophied need for social approval.
The results of the posteriori analysis (Tukey HSD) detail the specifics of each profile, confirming the principle of vulnerability selectivity. Thus, it was established that the "Scareware" technique is most effective against profiles with high anxiety, primarily against Profile 2 ("Rigid-Impulsive") and Profile 1 ("Rigid-Responsive"). At the same time, the "Vishing" technique showed the greatest impact on Profile 1 ("Rigid-Responsive") and Profile 2 ("Rigid-Impulsive"), linking this vulnerability to the combination of introversion and rigidity characteristic of these groups. In contrast, the "Adaptively-Resilient" profile consistently demonstrates the least vulnerability to most techniques, confirming the hypothesis of cognitive flexibility as a key protective factor. Meanwhile, techniques such as "Phishing" turned out to be effective against a wide range of profiles ("Rigid-Impulsive", "Rigid-Responsive", "Mixed" profile), which emphasizes their universality and high danger, as they exploit more general behavioral models (e.g., responsiveness to external stimuli) inherent in different personality configurations.
The discovered patterns expand existing ideas about the nature of the human factor in cybersecurity. Unlike reductionist approaches linking vulnerability to isolated traits, the proposed model demonstrates that the target for manipulation is a holistic pattern of interaction of individual-typological properties. This explains why traditional awareness trainings that do not account for personal characteristics have limited effectiveness.
Conclusion
Within the framework of this research, the author's methodology "UkSI", aimed at diagnosing individual vulnerability to social engineering techniques based on L.N. Sobchik's theory of leading tendencies, was successfully developed, described, and underwent initial testing.
The main research hypothesis was confirmed: the existence of a statistically significant relationship between the profile of leading personality tendencies and specific vulnerabilities to manipulative techniques has been established. It has been empirically proven that various configurations of personality properties (aggressiveness, anxiety, introversion, rigidity, etc.) determine selective susceptibility to certain attack scenarios, such as "Imposture", "Intimidation", or "Vishing".
Using cluster analysis methods, five stable risk profiles were identified ("rigid-impulsive", "rigid-responsive", "rigid-cautious", "adaptively-resilient", and "mixed"), confirming the construct validity and diagnostic value of the methodology. It has been shown that rigidity plays a key, but ambiguous role, acting either as a catalyst for vulnerability or as a basis for selective vigilance.
The theoretical significance of the work lies in expanding the understanding of the psychological nature of vulnerability in cybersecurity by transitioning from the analysis of isolated traits to holistic personality profiles. The practical value is that the developed methodology opens the way to creating personalized awareness programs and information security trainings that take into account the individual "risk zones" of the user.
Prospects for further research are seen in increasing the sample size and its stratification, conducting longitudinal studies to assess the predictive validity of the methodology, as well as developing and testing targeted training and correction programs based on the identified risk profiles.

Limitations.  Due to certain technical limitations on the «Onlinetestpad» platform, the risk profiles mentioned in the article were determined through automatic calculation in Microsoft Excel. When contacting the methodology authors directly, the necessary tools for further calculations will be provided upon request.
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Abstract


 


Context and relevance. 


In the era of digitalization, with its high risk of personal data 


breaches on the Internet, people are increasingly


 


becoming victims of cyber fraud 


based on social engineering techniques. Understanding which individual


-


typological 


personality traits predispose individuals to vulnerability to fraudsters is crucial for 


developing more effective counter


-


fraud strategies a


nd improving cybersecurity 


overall.


 


Objective. 


To develop, describe, and conduct initial testing of an original 


methodology for diagnosing individual vulnerability to social engineering techniques, 


based on L.N. Sobchik's theory of leading personality tend


encies.


 


Hypothesis. 


There 


is a statistically significant relationship between an individual's profile of leading 


personality tendencies (according to L.N. Sobchik) and their level of vulnerability to 


social engineering techniques.


 


Methods and materials. 


Th


e study involved 185 


respondents aged 18 to 30 (M = 21.5, SD = 2.8; 68% female). Individual


-


typological 


personality traits were assessed using the L.N. Sobchik methodology, while 


vulnerability to social engineering was diagnosed using the developed author'


s 


methodology "UkSI".


 


Results. 


It was empirically confirmed that various 


configurations of personality tendencies lead to a specific vulnerability to certain 


manipulative techniques. Based on the research results, stable risk profiles were 


identified, conf


irming the construct validity and diagnostic value of the developed 


methodology for revealing "weak spots" in an individual's psychological defense.


 


Conclusions. 


The developed methodology has demonstrated its diagnostic validity 


and opens up opportunities 


for transitioning to personalized information security 


awareness programs. The fundamental possibility and effectiveness of using L.N. 


Sobchik's individual


-


typological approach (theory of leading tendencies) for 


diagnosing vulnerability to social engineeri


ng has been confirmed: deep


-


seated 


personality characteristics are a significant predictor of behavior in situations of 


manipulative influence, which expands existing understanding of the nature of 


vulnerability in cybersecurity.
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